Single-molecule detection is a rapidly developing area within the analytical chemistry field that requires ultrasensitive technologies to detect a range of molecules. Over the past few decades, various optically-, mechanically-, and electrically-based strategies have been employed for single-molecule detection to uncover information in biological processes. These strategies enable real-time monitoring with single-molecule/single-event sensitivity. In addition, their high temporal resolution enables investigation of the underlying mechanisms of biological functions from static to dynamic, from qualitative to quantitative, and from one to multiple disciplines. In this review, we provide a brief overview of the prominent, real-time single-molecule detection nanotechnologies and their potential applications within the life science fields.
INTRODUCTION
The scientific community has sought to reveal the biomolecular pathways that enable the diverse and complex functions of proteins, cells, and tissues. Significant efforts over the past few decades have revealed static, single-molecular structures of biomolecules using various techniques. For example, cryo-electron microscopy (cryo-EM) has become a powerful technique used to determine the conformational states of biomolecular structures with near atomic-level resolution. High-resolution X-ray crystallography has revolutionized the understanding of protein functions with atomic resolution. However, probing the dynamic activities of individual biomolecules enables a more accurate understanding of their behaviors and thus biological functions. This understanding facilitates the rapid development of precision medicine and other clinical applications.
Single-molecule detection pushes the limit of chemical analysis because, to obtain a signal from a single molecule, the technology must (1) be highly sensitive, to read weak signals from individual molecules and (2) have a superior signal-tonoise ratio to extract target signals over the background. With a surge in revolutionary nanotechnologies over the last few decades, various single-molecule techniques have been developed. Since the 1950s, when Richard Feynman stated that "there is plenty of room at the bottom", scientists have been actively investigating areas of small length scales. 1 Today, single-molecule detection plays a significant role in fundamental investigations in different fields such as biochemistry, biophysics, biotechnology, immunology, DNA sequencing, and medical diagnosis. 2−6 The wide-field microscope was developed in the late 1980s for single-molecule detection. 7−9 Initially, individual chromophores embedded in a crystal matrix were observed in a cryogenic substrate. Several years later, imaging single molecules under ambient conditions was reported, which enabled disclosure of the underlying information in the ensemble measurement, thus opening single-molecule tools to broad applications in the life science field. 10, 11 Beyond understanding of the mean features of complex biomolecules mined from ensemble measurements, singlemolecule detection can characterize the intrinsic properties and dynamic functions of individual molecules, aiding in overcoming desynchronization in ensemble-average experiments that blur kinetic analyses. Instead of smooth consecutive transitions caused by the flattening effect in asynchronous ensemble approaches, single-molecule measurements record and analyze dwell time and the distribution of individual molecules at certain states along a pathway, thus revealing both the underlying statistical properties of the dynamic process and the mean reaction kinetics.
A diverse range of single-molecule nanotechnologies has been employed to monitor molecular heterogeneity to establish structure−function relationships in dynamic biological systems. The primary approaches have been divided as labeled and label-free nanotechnologies in this review (Table  1) . This review highlights the unique advantages and importance of several key approaches developed for probing single-molecule dynamic processes in biology. A brief, historical overview with be presented, and key advances will be highlighted. This review also discusses the challenges that currently exist for single-molecule detection and briefly discusses how these shortcomings can be solved with the advancement of technology. Considering the limited space in this review, we did not include the high-resolution singlemolecule imaging technique known as STORM, which is one of the most exciting technique advances in the past few decades.
LABELED SINGLE-MOLECULE
NANOTECHNOLOGIES In labeled single-molecule nanotechnologies, labels are used to relay photonic or mechanical information regarding the molecule's behavior to the detection system. Conventional labels are fluorophores/dyes for fluorescence techniques and dielectric/magnetic beads for optical or magnetic tweezers. In this section, we summarize the diverse range of labeled singlemolecule nanotechnologies, divided by the label mechanism that is employed, and the advancements contributed by the nanotechnology.
2.1. Single-Molecule Fluorescence. Fluorescence was discovered in the 16th century 58 and was named in 1852 by George Gabriel Stokes. 59 Fluorescence occurs when a photosensitive fluorophore or dye molecule becomes electronically excited by absorbing energy from incident light. The excited electron relaxes to the electronic ground state and emits lower frequency light, known as fluorescent light, which can be detected through various methods, such as a fluorescent microscope. 60 However, fluorescence microscopy has a poor fluorescence resolution limit, making room for advanced techniques such as random excitation point molecular positioning superposition and spatial modulation structure light illumination.
Background fluorescence can be effectively reduced by selective emission (collecting emission from a small focusing volume) and selective excitation (illuminating a small part of the sample). 61 Confocal microscopy and spinning disk confocal microscopy 62 were developed on the basis of selective emission. Selective excitation is used in a variety of other microscopic techniques 63 including total internal reflection fluorescence (TIRF) microscopy, 64 selective plane illumination microscopy, 65 and two-photon excitation microscopy. 66 These microscopic techniques have a high signal-to-noise ratio and imaging quality, which enable single-molecule detection. After two significant technological breakthroughs, using liquid helium at room temperature 67 and detection in solution, a single myosin protein was studied by TIRF microscopy in 1995. 11 Subsequently, an explosion of studies that image complex biological functions, such as the motion of molecular motors, 68, 69 protein dynamics, 70, 71 nucleic acid dynamics, 61, 72 and biomolecular interactions, 73 were reported using singlemolecule fluorescence microscopy.
2.1.1. Single -Molecule Forster Resonance Energy Transfer (smFRET). Forster resonance energy transfer (FRET) can be used as a "spectroscopic ruler" to identify the distance between two fluorophores or dyes in the range of 1−10 nm. 5 This system was first discovered by Cario, Franck, and Perrin in 1923. 74 The energy stored in the excited electronic states of the excited fluorophore or dye ("donor") is transferred to another fluorophore or dye ("acceptor") by dipole−dipole interactions. 75 
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Review excited state. Electron relaxation quenches donor fluorescence emission by energy transfer, which results in fluorescence of the acceptor. Forster and Oppenheimer 76 proposed and quantified the rate of energy transfer (E FRET ), which is dependent on the distance between donors and acceptors to the sixth power:
wherein R/R 0 is the ratio of the distance between the centers of the donor and acceptor molecules and the characteristic distance at which half of the donor energy is transferred to the acceptor. E FRET enables the changes in distance between donors and acceptors to be determined over the course of an experiment. Chromosphere sites can be used to record and analyze simultaneous blinking of donors and acceptors at the single-molecule level, allowing FRET to elucidate conformational-or dynamic-processes or the relative positions of two biomolecules. Since the publication of the first FRET demonstration at the single-molecular level in 1996, 77 a series of complex biological systems have been studied using FRET. In this section, we focus on the latest single-molecule FRET (smFRET) technologies, which are divided into three categories ( Figure 1 ): free diffusion, immobilized molecules, and restricted molecules. 2.1.1.1. Freely Diffusing Molecules: Transcription Initiation. Diffusion-based smFRET can be used to probe the molecular heterogeneity of freely diffusing molecules in aqueous conditions using confocal microscopy ( Figure  1a ). 78−80 Since its first report, smFRET has been widely used to investigate protein folding, 13,79 transcription initiation, 81 and protein rotation. 82 Transcription initiation is a wellknown concept; however, its three molecular mechanisms (transient excursions, inchworming, and scrunching) have long been disputed due to insufficient experimental evidence at the single-molecular level. The "inchworming" mechanism hypothesizes the expansion and contraction of RNA polymerase (RNAP), "transient excursions" describes the movement of the trailing edge of RNAP relative to DNA, and "scrunching" describes the expansion and contraction of DNA. The "scrunching" mechanism was identified using distinct labeling schemes ( Figure 1c ). 81 FRET signals of the RNAP-promoter open complex (RPo) and RNAP-promoter initial transcribing complex (RPitc) showed no expansion or contraction of RNAP or movement of the trailing edge of RNAP relative to DNA. 83 In addition, their results directly verified the "scrunching" mechanism, wherein DNA searched and was fixed onto the active site by the compaction and unwinding stresses, thus ruling out the possibility of the "inchworming" and "transient excursion" mechanisms.
2.1.1.2. Immobilized Molecules: Ribozyme and Translation Initiation. Many biochemical functions occur on the millisecond or second time scale. To observe individual molecules over a longer period of time (up to minutes), immobilized smFRET was developed, which tethers the biomolecule onto a surface. This allows kinetic rates to be investigated by extracting data from histograms of dwell times in the distinguishing states ( Figure 1b ). 5,84 Ribozyme molecules are a class of RNA molecules that display catalytic activity that depends on whether their folded structures are present in either the active (docked) or inactive (undocked) states. To study the relationship between the folding structures of ribozymes and their catalytic function, Zhuang et al. 18 used 3′ and 5′ ends of hairpin ribozymes as fluorescent dyes to study the structural dynamics using smFRET. The dyes are tethered to the surface by biotin that is attached to the 5′ end of the ribozyme. The cleavage activity of the immobilized ribozyme of interest was then determined and revealed four stable intermediate states ( Figure 1d ). By studying the 
Review conformational changes of ribozyme binding to substrates, direct evidence shows that cleavage occurs only in the active state ( Figure 1d ). Surface-immobilized FRET enables expansive superior experimental timeframes to investigate biological dynamic processes, enabling the study of longer biological functions such as nucleic acid conformational dynamics, 85−87 protein activity, 88−90 and protein folding. 91 2.1.1.3. Confined Molecules: DNA Sequencing. Moleculeconfined smFRET uses diffusion and surface immobilization to confine freely diffusing molecules within limited nanocontainers. Currently, zero-mode waveguide (ZMW), 92, 93 vesicle encapsulation, 94 and porous vesicles 95 are applied as nanocontainers to investigate dynamic biomolecular processes. Figure 1e presents the real-time, single-molecule detection of DNA sequencing. 92 Here, a DNA polymerase was tethered to the ZMW, and four fluorescently labeled deoxyribonucleoside triphosphates (dNTPs) were used to perform an uninterrupted, template-directed synthesis (Figure 1e ). The ZWM array allows real-time observation and detection of single-molecule fluctuations in a high-throughput manner, enabling industrial applications.
2.1.2. Single-Molecule Fluorescence Correlation Spectroscopy (smFCS). Instead of imaging the fluorescence of a single molecule, FCS analyzes fluctuations in the fluorescence intensity over time. 96, 97 With the development of techniques that reduce background signals using selective excitation strategies, fluorescence intensity fluctuations from a limited observation volume (usually <10 −15 L) can be obtained by TIRF 98 or single-plane illumination, 99 making it possible to track single molecules. Fluctuations in fluorescence, caused by diffusion or chemical reactions of a luminescent probe labeled on the sample, can be tracked as biomolecules pass through the measurement volume ( Figure 2a ). 100, 101 In FCS, single photon arrival times (t) are detected by highly sensitive avalanche photo diodes (APDs) ( Figure 2b ). By fitting the fluorescence intensity F(t) at time t to an autocorrelation function, an autocorrelation curve, G(τ), can be calculated ( Figure 2c 
where τ is the correlation time. The autocorrelation curve reflects the probability of being the same molecule at different times. 103 Dynamic parameters of the fluorescently labeled molecules can be discerned by fitting the autocorrelation curve with a suitable model function. 24 In contrast to smFRET measurements, smFCS is not limited to a detection size of 1− 10 nm and is sensitive to distances shorter than 1 nm, 104, 105 making it applicable to a wide range of investigations in the biological sciences such as obtaining reaction rates, diffusion coefficients, and affinity constants. 106−108 2.1.2.1. One-Photon Excitation smFCS: Spontaneous Base Flipping. Spontaneous flipping of a single base in normal DNA is a fundamental issue in DNA biophysics. 109 The damaged base of normal Watson−Crick pairs is distinguished by spontaneous flipping of a mismatched or lesion base. 110 It significantly impairs DNA−protein interactions during DNA repair or modification, in which proteins search and are fixed on the lesion or mismatched bases to modify the DNA, thereby maintaining genome integrity. 111, 112 Zhao et al. 113 used smFCS to monitor the structural dynamics of spontaneous flipping of 
Review mismatched bases in DNA duplexes. By using diffusiondecelerated smFCS (Figure 2d ), 114−116 in which polystyrene microspheres are attached to the double stranded DNA molecule to reduce the molecular rate, they observed that the base of a single mismatched or damaged base pair in double stranded DNA can be spontaneously excited out of the DNA duplex (Figure 2e ). Relaxation lifetimes are on the order of 10 ms, four orders of magnitude slower than the lifetime obtained by nuclear magnetic resonance spectroscopy (NMR). 117−119 The authors concluded that the spontaneous flipping rate obtained by NMR is most likely the base-wobbling rate rather than the flipping rate.
2.1.2.2. Dual-Color smFCCS: Protein−Protein Interactions. It should be noted that the sensitivity of the autocorrelation analysis is limited because the diffusion coefficient also depends on the hydrodynamic radius of the molecule. To overcome the limitations of smFCS to study weight reaction partners (e.g., homodimers), dual-color fluorescence crosscorrelation spectroscopy (FCCS, Figures 3a−c) was developed. 101 Here, the intensity traces of two spectral channels are cross-correlated:
wherein F g (t) and F r (t) are the intensities in the green and red channel, respectively. A positive contribution of the crosscorrelation amplitude is observed when the two molecules of interest interact and diffuse as a single molecule through the detection volume. Therefore, the degree of binding can be quantified from the autocorrelation curves (the green and red channels) and the amplitude of the cross-correlation curve G rg (τ). First reported by Eigen and Rigler, 120 the concept of FCCS was experimentally demonstrated in the study of the annealing structural dynamics of two distinguishing labeled ssDNA strands. FCCS was successfully applied in vitro and in vivo to investigate enzymatic cleavage 121 and protein aggregation 122 during the endocytosis of cholera toxin. 123 Ren et al. 25 quantitatively examined the interaction between protein 53 (p53) and MDM2 and the dissociation kinetics of p53-MDM2 complex in living cells using smFCCS. The p53 and MDM2 proteins were labeled with enhanced green fluorescent protein (EGFP, green) and mCherry (red), respectively, and two fluorescent signal fluctuation channels were recorded to obtain the autocorrelation curve function (ACF) and cross-correlation curve function (CCF) ( Figure  3d ). The effect of some inhibitors (Nutlin 3α, MI-773 and RITA) on the interaction of p53-MDM2 in DMSO was studied by FCCS ( Figure 3f ). DMSO and RITA did not inhibit the interaction of p53-MDM2 ( Figure 3e ). In contrast, the binding affinity of p53 to MDM2 decreased significantly with the increase of Nutlin 3α and MI-773 concentrations ( Figure  3f ). Dissociation kinetics of p53-MDM2 complex was determined by recording single living cell in real time ( Figure  3g ). With the prolongation of incubation time, the dissociation degree of p53-MDM2 decreased significantly. 124 is the most well-known single-molecule manipulation technique. An optical trap can be created by focusing a laser on a diffraction limited spot. 125 When the sample of interest is labeled by micron-or nanosized plastic beads, the beads are trapped at the focus of the optical trap that is used to control the position of the sample. Dielectric particles near the focus point experience a three-dimensional restoring force that directs the molecule to the focus point. Therefore, the optical trap serves as a spring, which produces a restoring force: the force that brings the beads back to the center of the trap. The restoring force grows linearly with the plastic bead's distance from the central optical trap. 21 Therefore, the micron-sized polystyrene beads can serve as handles to manipulate the molecule on which they are attached. This technology can apply more than 0.1−100 pN force on the beads, measuring the three-dimensional displacement of the captured beads with sub nanometer precision and sub millisecond time resolution, making the optical tweezers an ideal tool for measuring force and motion. 126 Currently, optical tweezers have been used to explore the mechanics of biological events such as the motion of molecular motors, 127 protein and nucleic acid folding and unfolding, 26, 128 and transition-state analysis. 129 There are two classes of optical tweezer assays: tethered and dumbbell assays. 130 In tethered assays, a bead is labeled on the biomolecule of interest that is immobilized on a substrate. An optical trap is then used as a force and displacement transducer ( Figure 4a ). The dumbbell assay is similar to the tethered assay, but the dumbbell assay employs a second bead that is attached to the other end of the biomolecule. A second optical trap is then used as force and displacement transducer ( Figure 4b ). A dramatic reduction in noise and drift can be achieved in dumbbell assays because both beads are suspended in solution.
2.2.1.1. Tethered Assay: Transcription Extension. Periods of nucleotide addition are interrupted with frequent pauses that make the RNAP transcribe discontinuously. One pause mechanism is related to the paused conformation of RNAP. It is hypothesized that the pause is caused by a rearrangement of the RNAP active site. A second type of pause, a "backtracking" pause, is related to the backward movement of RNAP along the DNA and RNA strands. Block et al. reported the singlemolecule optical trapping experimental evidence of characterization the mechanism of pausing during transcription ( Figure  4c ). 30 An effect of conformational transitions on the rate and equilibrium constants was observed when a force was applied when RNAP was moving backward. The results demonstrated that neither the rate nor the equilibrium constants of these ubiquitous pauses in transcription was affected by hindering or assisting loads, suggesting that these ubiquitous pauses are not caused by RNAP backtracking on the DNA template. Instead, the authors assigned these results to the structural rearrangement within the enzyme.
2.2.1.2. Dumbbell Assay: Transcription Extension. During transcription, DNA replication and repair requires the formation of protein−DNA complexes and persistent movement of proteins along the DNA strand. Therefore, the interaction forces between proteins and DNAs often utilize intermolecular interactions. Block et al. 26 directly observed the continuous movement of RNAP along a DNA template during the creation of a complementary RNA strand by singlemolecule optical tweezer nanotechnology (Figure 4d ). The authors fixed polystyrene nanobeads on the DNA template chain and RNAP molecule. When RNAP adhered to the DNA strand and began to synthesize RNA along the template chain, the DNA strand between the beads elongated, which caused the two beads to separate. The results revealed that each discrete step is approximately 3.7 ± 0.6 Å. This distance is equal to the average length of each DNA base. This result is 
Review direct evidence that RNAP advances along DNA by one base pair when a new base pair nucleotide is added to the nascent RNA strand. Recently, Shrestha et al. employed optical tweezers to explore the pure effect of confined space on the property of individual human telomeric DNA G-quadruplexes by using DNA origami nanocages. 131 2.2.2. Magnetic Tweezers. The concept of magnetic tweezers is similar to that of optical tweezers; a small magnetic particle is controlled by permanent magnets. 128, 130 Magnetic tweezers enable a force to be applied on the biomolecule that is labeled with a magnetic particle. In contrast to optical tweezers, a twisting force can easily be applied with magnetic tweezers. This approach is particularly useful for studying highlevel structural properties of DNA, such as the dynamics of the DNA double helix structure 132 and G-quadruplex structures. 31 Unprecedented control over DNA topography can be obtained with magnetic tweezers, enabling delicate measurements of the topoisomerase activity at the single-molecule level. For instance, Li et al. used magnetic tweezers to directly measure the folding pathway of single human telomeric Gquadruplexes. 31 One end of the DNA was anchored to a magnetic bead, while the other end was adhered to a glass coverslip (Figure 5b ). Under different tensions, the Gquadruplex exhibited multiple unfolding states (Figure 5c,d) . The intermediates, G-triplex, of the G-quadruplex unfolding process were obtained by fine-tuning the force exerted on the DNA and recording the end-to-end extension (Figure 5e ). These data unambiguously supported a sequential folding model of the G-quadruplex and resolved the debate regarding the G-quadruple folding pathway.
LABEL-FREE SINGLE-MOLECULE NANOTECHNOLOGIES
Labeled single-molecule detection strategies have primarily been employed in single-biomolecule detection. However, sufficient temporal resolution remains a challenge at the singlemolecule level. Label-free, real-time, and highly sensitive singlemolecule detection techniques can reveal molecular heterogeneity during the dynamic behavior of individual biomolecules.
3.1. Single-Molecule Optical Methods. 3.1.1. Ultrafast Spectroscopy. Since Maiman reported the first stimulated optical radiation in ruby in 1960, the development of nonlinear optics has significantly impacted the study and understanding of biological systems. 133 Ultrafast spectroscopy can be used to investigate dynamic processes at the single-molecule level. This technique uses a pump−probe (PP) or two-dimensional electronic spectroscopy (2DES) to successively record changes in the target environment over time. In brief, an initial pump pulse excites the molecule of interest and a second pulse probes, which creates a recording signal as a function of dwelltime delay between pump and probe pulses. In addition, 2DES resolves the detected signal as a function of excitation energy, directly measuring multiple transitions, which prevents the problem of untangling overlapping signals.
The photoinduced activity of light harvesting biosystems has drawn significant attention from the scientific community. Four decades ago, the first high-resolution structural information of the Fenna-Matthews-Olson (FMO) complex was clarified, the light-harvesting (LH) processes of photosynthetic pigment−protein complexes has been an active area of investigation. In 2005, Fleming and his co-worker obtained the 2DES of the antenna FMO bacteriochlorophyll, a (BChl) 
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Review protein from green sulfur bacteria (Figure 6a ). Their results revealed that two energy transfer pathways coexist in FMO complexes that contribute to the light harvest process. 37 However, in 2007, the same group observed a quantum beating that lasted for 660 fs, and with growing evidence of wave-like energy transfer in the FMO complex (Figure 6b ), 38,39 the scientists revised their mechanism for energy transfer in the FMO complex to that of quantum coherences. Analogous mechanisms have been verified in other light harvesting systems, such as cryptophyte phycobiliproteins, PE545 complexes from Rhodomonas CS24, PC645 complexes of the alga Chroomonas CCMP270, 134, 135 light harvesting complex II (LHCII), 136 bacterial reaction center, 137 and photosystem II (PS-II). 138 3.1.2. Optical Microcavity Based on Whispering Gallery Mode (WGM). As a label-free and highly sensitive optical transducer, microcavity sensing attracts significant attention with broad applications including environmental dynamic processes, 139, 140 clinical diagnostics, 141 and nanoparticle and single virus detection. 142, 143 The resonant recirculation of light within the microcavity enables the light to sample the molecules of interest multiple times. This provides an ultrahigh Q factor (10 8 ) and small mode volumes, significantly enhancing light−matter interactions. 41 Microcavity single-molecule detection enables the observation of individual molecular binding events that shift the resonant frequency, resulting from a thermos-optic mechanism, and subsequently statistically confirms these shifts over several binding events. Figure 7 illustrates various WGM cavity geometries and materials for versatile targeting of singlemolecule detection. A planar array of functionalized silica microtoroid WMG has been used to investigate individual 
Review human interleukin-2 (IL-2) molecules in serum with a modelocking technique (Figure 7a ). 41 The binding of IL-2 to microtoroid created a stepwise resonant frequency shift. A single nanoparticle detection measurement was reported with the WGM of a microsphere, in which individual discrete binding events of the Influenza A viruses were performed by scanning resonance wavelength with tunable laser (Figure  7b ). 144 The limit of detection was improved to a mass of approximately 2350 Da with plasmonic enhancements, which was demonstrated by the hybridization of 8-mer nucleic acid oligonucleotides in the microsphere WGM (Figure 7c ). 40 These nanotechnologies enable WGM to be applied to a diverse set of applications and potentially be integrated on a chip. 143 3.2. Single-Molecule Mechanical Methods. In 1986, AFM was invented by Binnig et al., 145 which is a force-based technique that scans the sample surface using the tip of a microcantilever to image and visualize structural information (Figure 8a ). 146 A tip of atomic size can directly operate and image single molecules in physiologically relevant solutions, which was made possible by development of the tapping mode in 1993, 147 in which damage to the sample is avoided by maintaining a continuous tip−sample contact, and the in-liquid imaging method in 1987. 148 Despite the success of AFM in protein structure imaging, the slow scanning speed of traditional AFMs hinders the detailed study of protein structure dynamics. The scanning speed of commercial AFM instruments usually varies from a few seconds to a few minutes per frame, while biological reactions occur in the sub second level or even faster. The first generation of high speed (HS) AFM is developed by optimizing the cantilever, scanning stage, amplitude DC converter, and dynamic PID controller of AFM. The image acquisition speed is 12.5 frames/second. 42 The development of HS-AFM is ongoing. At present, the HS-AFM instrument established in the laboratory can record a film with an imaging speed of about 33 frames/second and has a time and space resolution suitable for dynamic analysis of biological samples. 149, 150 DNA−enzyme reactions are the most common biochemical reactions in cells. Yokokawa et al. 151 imaged the DNA cleavage reaction by a type IIP restriction endonuclease, ApaI, using a newly developed HS-AFM. From HS-AFM images obtained at different time points, it was discovered that ApaI binds to DNA in the form of dimer and slides along DNA in a onedimensional diffusion manner. When it encounters a specific DNA sequence, the enzyme stops digesting the DNA. After digestion, the ApaI dimers were immediately separated into two monomers, each of which remained at the end of DNA and then separated from the end of DNA. Noji et al. 42 imaged the catalytic kinetic process of ATP hydrolysis by the F1-ATP enzyme. This is a classic example of molecular conformational transformation studies by HS-AFM. They used HS-AFM to scan the structure of F1-ATPase during the catalytic hydrolysis of ATP (Figure 8c ) to obtain the whole rotational dynamics of the F1-ATPase. Their results demonstrated that the rotorless F1 continuously "rotates"; the β3 subunits circulate in a counterclockwise direction, similar to the rotation of the axis of rotation in F1, in the α3β3 stator ring. HS-AFM is a powerful tool that can be used to explore the structural dynamics of biomolecules on the subsecond time scale and the singlemolecule level.
3.3. Single-Molecule Electrical Detection. 3.3.1. Carbon Nanotube-and Silicon Nanowire-Based Single-Molecule Electrical Detection. Carbon nanotubes (CNTs) and silicon nanowires (SiNWs) enable robust, thermally stable, and covalent-based electrical detection by providing a sufficiently large area to permit both spectroscopic monitoring and microelectronics integration, making them a reliable platform for more complicated biological measurements.
3.3.1.1. SWCNT-Based Single-Molecule Electrical Detection. Single-wall carbon nanotubes (SWCNTs) are one of the most well-known one-dimensional materials since their initial reporting in 1991. 152 SWCNTs provide the requisite bandwidth and sensitivity to detect and monitor singlemolecular dynamics. CNTs have been employed in a variety of nanoelectronics such as field-effect transistors (FETs), logic gates, memory devices, and optoelectronic detectors and sensors. 153 Additionally, SWCNTs are biocompatible due to their nanoscale diameter and ability to be easily functionalized. 154−156 In particular, prominent and tunable electrical properties and large specific surface area make CNTs a promising bioelectronic sensor. Strong C−C σ bond and delocalized π electrons throughout the surface make the SWCNTs electrically conductive. In principle, molecules of interest may be tethered directly to a CNT-FET. The CNT-FET is then able to accept a biological signal from the target molecule and convert it into electrical signals by changing the conductivity of the FET.
3.3.1.2. π−π Stacking: Enzymatic Activity. Rather than introducing a point defect, tailoring its chemistry, and then conjugating a molecule of interest to the functionalized site, a noncovalent bioconjugation strategy was introduced by Philip 
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Collin's group in 2012. 44 They developed a noncovalent immobilization method based on pyrene linkers, which provides a low density of anchor points for subsequent derivatization of the nanotube surface ( Figure 9A ). Pyrene attaches to the SWCNT surface by engaging in π−π stacking.
This strategy was used to covalently conjugate a target protein to the pyrene-maleimide anchor site via a cysteine thiol. Figure 9a displays a single lysozyme interrogated by a carbon nanocircuit. AFM was used to confirm adhesion of the lysozyme onto the SWCNT surface (Figure 9b ). By monitoring the I(t) of the SWCNT-FET, they demonstrated the dynamics of a single T4 lysosome hydrolyzing a glycosidic bond. Specifically, 100 glycosidic bonds are hydrolyzed successively at a 15-Hz rate before the lysozyme returns to its nonproductive 330-Hz hinge motion. Further statistical analysis indicated that the single-step hinge closure occurs in two steps. The authors used the same pyrene linker strategy to investigate the dynamics of the homopolymeric process of single DNA polymerase I (Klenow Fragment) and the singlemolecule catalysis by cAMP-dependent Protein Kinase A. 45, 46 3.3.1.3. Covalent Binding: Point Defect Effect and DNA Hybridization. Several methods to fabricate electrical detection platforms have been developed. Philip Collin has conducted pioneering work by electrochemically introducing a 
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Review point defect onto the CNT. 44,46,157−159 The Shepard group fabricated a point-functionalized carbon nanotube surface using a similar method to that developed by Collin. 160 They covalently grafted a single stranded DNA probe to a carboxyl defect on the CNT surface and introduced a complementary target DNA segment. They were able to detect, in real-time, hybridization of the complementary DNA segment, which exhibited a two-level conductance fluctuation that depended on the temperature. By analyzing the melting curve, they attributed the low state to the double stranded DNA and the high state to the ssDNA. However, Debye screening of the single-molecule CNT-FET sensors made ssDNA hybridization/dehybridization indistinguishable from the intrinsic conductance change. 161 To increase stability, a dash-line lithographic method was developed to precisely cut SWCNTs into nanocarbon electrodes with carboxylic acid end-groups, imparting a covalent binding site to confine the molecules of interest in the nanogap (Figure 10a ). 162, 34 A molecular-scale gap was introduced onto SWCNTs by first creating a template window that is less than 10 nm in a spin-cast PMMA layer by ultrahighresolution electron beam lithography (EBL). Oxygen plasma ion etching is then conducted through the PMMA window to cut through the CNT to create molecular-scale gaps, which can be tuned to precisely fit the target molecule, that display carboxylic acid end-groups. Finally, the molecule of interest bridges the nanogaps and covalently adheres to the CNT through an amine functionality, which can be confirmed by inelastic electron tunneling spectroscopy (IETS). 163 The robust covalent-bond and confined space imparts superior stability to the SWCNT-FET devices. By leveraging the carboxylic acid end-group in SWCNTs, we developed pH sensors, 162 reversible optical switches, 163, 164 and chemoresponsive monolayer transistors. 162 The unclear compatibility of DNA with electrical circuits has made the determination of charge transport properties difficult. 165 Accordingly, we bridged the DNA duplex in a CNT gap by the aforementioned method and monitored the current of the junctions as a function of time. Our results demonstrated that these devices are capable of distinguishing the fully bridged complementary DNA and those with a DNA mismatch (Figure 10b ). 53 In addition, introducing metal ions inside the DNA core increased the conductance of the junction, as it strengthened the π-stacking between base pairs (Figure 10c ). 54 For more practical applications, we developed a biosensor to specifically detect thrombin by incorporating a G4 conformational single stranded DNA aptamer ( Figure  10d ). 48 3.3.2. SiNW-FET-Based Biosensor. A reliable biosensor requires (1) transduction of the biological event into electrical signals, (2) controllable chemical and electrical properties, (3) superior stability, (4) biocompatibility, and (5) compatibility with current silicon-based semiconductors and photovoltaics. Silicon-based circuits meet all of the above requirements and are becoming more prominent in our daily life. However, the monocrystalline silicon-based semiconductor does not satisfy Moore's law, motivating a switch to silicon nanowires (SiNWs).
3.3.2.1. Surface Functionalization: Single Virus Detection. The Lieber group first reported the direct, real-time electrical detection of single virus particles with highly selective SiNWs-FETs. 167 The SiNW surface was modified with antibody receptors to virus particles, enabling a change in conductance upon antibody engagement. This strategy has been further used for real-time detection of influenza H3N2 and H1N1 viruses from human exhaled breath condensate. 168 3.3.2.2. Point Functionalization: DNA Hybridization and Molecular Motor Rotation. A precise high-resolution EBL technique was used to determine the multiple adsorption sites on the SiNW surface. Subsequently, point functionalization was used to modify the SiNWs surface with various single molecular probes. 169 A DNA hairpin segment was incorporated onto SiNWs through the active ester terminals, with precise control over the measurement temperature between 20 and 65°C at a 5°C interval. The stepwise current reveled the dynamics of the unfolding/folding processes of the DNA hairpin hybridization (Figure 11a ). 51 This was the first time DNA hybridization was observed at the single-base level. Furthermore, a single hairpin DNA was incorporated as a molecular probe to create a low-cost, high-throughput, simple, and accurate single nucleotide polymorphism (SNP) genotyping technique (Figure 11b ). 52 
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The dynamic processes of F 1 -ATPase molecular motor rotation have been investigated by point functionalized SiNW biosensors. 49, 50 Functionalized Ni-NTA end groups were displayed on the SiNWs surface, which served as the selective binding sites for F 1 -ATPase (F1). 49 With real-time recording and AFM monitoring, the stepwise signal of His-tag F 1 adsorption was confirmed (Figure 11c ). Subsequently, the addition of ATP resulted in a reproducible bistable conductance fluctuation, which stemmed from the binary configurational transition of the γ shaft of F 1 that corresponds to ATP hydrolysis and Pi release. The rate of label-free F 1 hydrolysis obtained was one order of magnitude higher (1.69 × 10 8 M −1 s −1 at 20°C) than that determined from fluorescently labeled F 1 , demonstrating the capability of SiNW-based electrical nanocircuits to nondestructively probe the intrinsic dynamics of biological activities.
3.3.3. Nanopore-Based Single-Molecule Electrical Detection. Significant attention has been given to nanopores due to their application in DNA sequencing. 55, 56 In the nanopore sequencing technique, the nanopores function as a biosensor and enable passage as the membrane contacts the ionic solution on both the cis and trans sides. 56 The chambers are filled with an ionic solution and are separated by a voltagebiased membrane (Figure 12a ). Single strand polynucleotide (black) is driven by protein nanopore (green) electrophoresis, which provides the only path for ions or biomolecules to move from cis to trans chambers. Besides, the translocation of the target polynucleotide through the nanopore is controlled by an enzyme (red). The ion current through the nanopore was recorded by a sensitive galvanometer. The constant bias voltage drives the DNA through the nanopore, which results in a change of the ion current (Figure 12a ). Only individual DNA molecules can pass through the nanopore, and theoretically, the ion current can distinguish differences in nucleotides A, T, C, and G. This motivates further investigations using nanopores for DNA sequencing technologies. Currently, only biological and solid-state nanopores are used in DNA sequencing.
3.3.3.1. Protein-Based Nanopores. The α-hemolysin pore was independently reported by Deamer and Branton as the first nanopore, which is now considered to be a wellestablished nanopore. 171, 172 α-Hemolysin is a heptameric protein, which has a channel composed of a vestibule connected to a transmembrane β-barrel. Specifically, the βbarrel is approximately 2.6 nm in width and 5 nm in length and functions as the sensing region. It should be noted that the entrance of the β-barrel is 1.4 nm, which allows only one single stranded DNA polymer to go through at a given time. Deamer and Branton's work demonstrated the feasibility of the αhemolysin nanopore in DNA sequencing. 171, 172 Subsequent experiments confirmed that blockade signals can be utilized to distinguish the purine and pyrimidine segments. 171 Breakthrough sequencing using α-hemolysin was first reported by Bayley and Ghadiri. Their results indicated that a single adenine nucleotide differs from cytosines by its ion conductance. 173 Further experimental evidence supported their conclusion and demonstrated that all four DNA nucleobases can be differentiated from each other. 174 The biological nanopore sequencing landscape is thus dominated by α-hemolysin. However, the vestibule can only accommodate up to 10 nucleotides at a time with significant modulation of the ion current. 174 Structural challenges of the target protein can also reduce the overall signal-to-noise ratio, severely limiting its use in sequencing applications.
An octameric protein channel, MspA, has been genetically engineered with a tapered funnel shaped channel, which overcomes the signal-to-noise ratio challenge in α-hemolysin. The channel is 0.5 nm in length and 1.2 nm in diameter, which is much smaller than that of α-hemolysin. MspA has the potential to improve sequencing resolution; however, precise control of DNA translocation remains a central challenge with this method. Recently, the MspA nanopores have been used in sequencing mutagenic DNA lesions based on the quadromer map. 177, 178 Akeson and Gundlach introduced the phi29 DNA polymerase (phi29 DNAP) to accurately control DNA translocation. Their results showed comparable single-base resolution of DNA sequencing to that of MspA. 175, 176 3.3.3.2. Solid-State Nanopores. As an alternative to biological nanopores, the robustness and durability of solidstate nanopores enable physical characteristics to be tuned 
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Review with subnanometer precision. Additionally, the high-density arrays of solid-state nanopores and their superior chemical, thermal, and mechanical properties enables integration with nanocircuits. 179, 180 In 2001, Golovchenko and his colleagues fabricated a Si 3 N 4 nanopore with the focused ion beam (FIB) technique. 181 The fabricated nanopore was the first solid-state nanopore reported to sense DNA. The most commonly used tool for nanopore sculpting is the focused electron beam, wherein a probe is used to sputter nanopores in thin insulating membranes. 55 Materials used for nanopores include: Si 3 N 4 , Si, SiO 2 , Al 2 O 3 , and HfO 2 .
Initially, solid-state nanopores could not offer single-base resolution in DNA sequencing due to challenges in fabricating precise nanopore sizes. Golovchenko, Johnson, and Dekker developed a graphene-based nanopore that combines the stability of the nanopore with a thickness comparable to ssDNA. 182−184 Recently, Radenovic et al. used a single layer of MoS 2 to fabricate a nanopore and demonstrated the feasibility of DNA sequencing by a solid-state nanopore (Figure 12b ). 170 They used a viscosity gradient system by employing roomtemperature ionic liquids (RTILs), which imparts a high degree of freedom to temporal resolution by markedly slowing down DNA translocation, while exhibiting good ionic conductivity. Their nanopore system enabled electrical detection with single-base resolution and demonstrated the ability to distinguish four nucleotides: A, T, C, and G ( Figure  12c ).
CONCLUSIONS AND OUTLOOK
Powerful single-molecule detection methods have provided a wealth of kinetic and thermodynamic molecular information of molecular activities toward establishing structure−functions relationship within life science fields. On a more practical note, single-molecule detection enables detailed and nondestructive analysis of precious samples on a time scale from nanoseconds to several minutes, providing a potential strategy for in vivo single-molecule imaging and ultrasensitive sensing. Beyond the technical challenges, single-molecule detection in life science investigations has the significant challenge of overcoming ensemble measurements that are more commonly used in biology. Integration of the present single-molecule real-time detection techniques will provide superior temporal-spatial resolution, allowing the precise investigation of biological dynamics. These methodologies established a fundamental for creating versatile, robust, universally available, low-cost, and precise toolbox for molecular or even future point-of-care clinical applications.
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